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Pensions Audit Sub Committee 

2.00pm, Tuesday, 8 December 2020 

Lothian Pension Fund - Internal Audit Update for the Period 

1 April to 30 October 2020 

1.  Recommendations

Lesley Newdall 

Chief Internal Auditor 

Legal and Risk Division, Resources Directorate 

E-mail: lesley.newdall@edinburgh.gov.uk | Tel: 0131 469 3216

mailto:lesley.newdall@edinburgh.gov.uk
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Lothian Pension Fund - Internal Audit Update for the Period 1 April 

to 30 October 2020 

2. Executive Summary 

 

 

 

 

3. Background 
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4. Main Report 

Progress with delivery of the LPF annual plan   

 

 

 

Status of Internal Audit Findings as at 30 October 2020 
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5. Financial impact 

 

 

6. Stakeholder/Regulatory Impact 

 

7. Background reading/external references 

 

8. Appendices 

Appendix 1  Graphic of Lothian Pension Fund Internal Audit Open and Overdue findings 

position as at 30 October 2020.  

Appendix 2 Lothian Pension Fund Internal Audit Overdue Management Actions as at 30 

October 2020.  

http://www.cipfa.org/policy-and-guidance/standards/public-sector-internal-audit-standards
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Open findings 

6 (86%)

Overdue

3 (50%)

IA Validation in 
Progress

3 (50%) 

Management 
Update awaited 

1(14%)

Open but not due 
yet

Appendix 1 - Lothian Pension Fund 

Internal Audit Open and Overdue findings position as at 30 October 2020



Appendix 2 – Lothian Pension Fund - Internal Audit Open and Overdue Management Actions as at 30th October 2020 

Glossary of terms  

1. Project – This is the name of the audit report.   

2. Owner – The Executive Director responsible for implementation of the action. 

3. Issue Type – This is the priority of the audit finding, categorised as Critical, High, Medium, Low and Advisory. 

4. Issue – This is the name of the finding.  

5. Status – This is the current status of the management action. These are categorised as  

• Pending (the action is open and there has been no progress towards implementation),  

• Started (the action is open and work is ongoing to implement the management action), 

• Implemented (the service area believe the action has been implemented and this is with Internal Audit for validation). 

6. Agreed Management action – This is the action agreed between Internal Audit and Management to address the finding.  

7. Estimated date – the original agreed implementation date. 

8. Revised date – the current revised date. Red formatting in the dates field indicates the last revised date is overdue. 

9. Number of revisions – the number of times the date has been revised since July 2018. Amber formatting in the dates field indicates the date has been 

revised more than once. 

10. Contributor – Officers involved in implementation of an agreed management action 

Ref Project/Owner 
Issue 

Type 
Issue/Status Agreed Management Action Dates Contributor 

1 

LPF Custodian Services 

 

Northern Trust Contract 

 

Stephen  Moir, Executive 

Director of Resources 

High 

RES1913 Rec 

1.1  

Northern Trust 

relationships with 

other LPF 

suppliers 

 

Implemented as 

at 30 October 

and closed 16 

November 

This is now under investigation but the 

timing of this falls against other 

priorities for LPF and it will take time to 

investigate between LPF, Charles River 

and Northern Trust in order to 

determine the existence and extent of 

any gap. We are investigating this as a 

priority and, for now, acknowledge the 

potential gap as highlighted by Internal 

Audit. LPF will investigate contractual 

arrangements supporting NT access to 

CR by 30 June. 

Estimated Date: 

30/06/2020  

 

 Revised Date: 

  

 No of Revisions 

0 

Annette  Smith 

Doug  Heron 

Esmond  Hamilton 

Hugh  Dunn 

Jason  Koumides 

John  Burns 

Layla  Smith 

Struan  Fairbairn 



Ref Project/Owner 
Issue 

Type 
Issue/Status Agreed Management Action Dates Contributor 

2 

LPF Custodian Services 

 

Regulatory and risk 

management oversight 

 

Stephen  Moir, Executive 

Director of Resources 

Medium 

RES1913 Rec 

2.1  

Regulatory and 

risk management 

oversight 

 

Implemented 

LPF will prepare a fully developed and 

detailed action plan by 30 September 

2020, that will consider 

recommendations 2.1; 3.1; and 4.1 of 

this report.  LPF Management consider 

that our risk management process 

adequately takes into account and 

considers custodian risk within LPF 

when that is appropriate. It does this 

through monitoring key suppliers, 

regulatory breaches and other 

associated risks which are purposefully 

focused on LPF’s own business.We 

can evidence appropriate risks having 

been identified, actioned and monitored 

over time, however, LPF does not seek 

to include all granular operational risks 

identified by sub-groups or specific 

supplier management processes but 

does have sufficient governance in 

place to ensure that where those risks 

are sufficiently material, they are 

escalated through the risk group for 

consideration and potential inclusion in 

the register. LPF’s LR&C team are also 

involved in NT supplier management at 

appropriate junctures.A further 

response to this finding will be provided 

as part of the fully developed plan in 

response to the audit that will be 

prepared by 30 September 2020. 

Estimated Date: 

30/09/2020  

 

 Revised Date: 

  

 No of Revisions 

0 

Annette  Smith 

Doug  Heron 

Esmond  Hamilton 

Hugh  Dunn 

Jason  Koumides 

John  Burns 

Layla  Smith 

Struan  Fairbairn 



Ref Project/Owner 
Issue 

Type 
Issue/Status Agreed Management Action Dates Contributor 

3 

LPF Custodian Services 

 

Northern Trust Supplier 

Management 

 

Stephen  Moir, Executive 

Director of Resources 

Low 

RES1913 Iss4 

Rec 4.1  

Supplier 

Management 

 

Implemented 

LPF will prepare a fully developed and 

detailed action plan by 30 September 

2020, that will consider 

recommendations 2.1; 3.1; and 4.1 of 

this report.   LPF considers that the 

approach taken to our oversight of NT 

is more robust than is indicated here. 

Beyond this point, we will conduct an 

internal review on the effectiveness of 

the arrangements for documenting 

service review meetings and due 

diligence reviews, but we believe 

substantial and effective reviews have 

been undertaken and appropriate 

action points raised. 

Estimated Date: 

30/09/2020  

 

 Revised Date: 

  

 No of Revisions 

0 

Annette  Smith 

Doug  Heron 

Esmond  Hamilton 

Hugh  Dunn 

Jason  Koumides 

John  Burns 

Layla  Smith 

Struan  Fairbairn 

4 

LPF Charles River Project 

 

RES1911[LPF] Iss1 Post 

implementation operational 

processes and controls 

 

Stephen  Moir, Executive 

Director of Resources 

Medium 

RES1911 Iss.1 

Rec.1  

Post 

implementation 

operational 

processes and 

controls 

 

Started 

LPF management accepts the findings 

noted above and has established a 

Phase 2 action plan to ensure that 

these are addressed prior to full 

Business as usual implementation of 

the system. 

Estimated Date: 

14/02/2020  

 

 Revised Date: 

14/06/2020  

 

 No of Revisions 

0 

Anne   Mitchell 

Bruce  Miller 

Doug  Heron 

Hugh  Dunn 

Michelle  Vanhegan 

Struan  Fairbairn 



Ref Project/Owner 
Issue 

Type 
Issue/Status Agreed Management Action Dates Contributor 

5 

LPF Pensions entitlement 

calculations 

 

1.  Review of Altair system user 

access profiles 

 

Stephen  Moir, Executive 

Director of Resources 

Low 

1.1: Review of 

Altair system 

user access 

profiles 

 

Started 

Altair role profiles will be reviewed and 

aligned as far as possible on to ensure 

standardisation on a  ‘least access’ 

privilege basis;Toxicity scenarios will 

be assessed and mitigating controls 

documented. A risk based Altair 

entitlement review process will be 

implemented with all employees 

covered at least once per year. 

Estimated Date: 

30/09/2020 

  

 Revised Date: 

01/02/2021  

 

 No of Revisions 

0 

Doug  Heron 

Hugh  Dunn 

John  Burns 

Struan  Fairbairn 

6 

LPF Pensions entitlement 

calculations 

 

1.  Review of Altair system user 

access profiles 

 

Stephen  Moir, Executive 

Director of Resources 

Low 

1.2: Connected 

user access 

rights 

 

Started 

The Internal Audit recommendation will 

be implemented as detailed above. 

Estimated Date: 

30/09/2020  

 

 Revised Date: 

01/02/2021  

 

 No of Revisions 

0 

Doug  Heron 

Hugh  Dunn 

John  Burns 

Struan  Fairbairn 

7 

LPF Pensions entitlement 

calculations 

 

2.  Ongoing maintenance of 

procedure manuals 

 

Stephen  Moir, Executive 

Director of Resources 

Low 

2.1: Ongoing 

maintenance of 

procedure 

manuals 

 

Started 

The Internal Audit recommendation will 

be implemented as detailed above. 

Estimated Date: 

30/09/2020  

 

 Revised Date: 

01/02/2021  

 

 No of Revisions 

0 

Doug  Heron 

Hugh  Dunn 

John  Burns 

Struan  Fairbairn 



Ref Project/Owner 
Issue 

Type 
Issue/Status Agreed Management Action Dates Contributor 

8 

LPF Custodian ServicesSystem 

Access and SecurityStephen  

Moir, Executive Director of 

Resources 

Medium 

RES1913 Iss 3 

Rec.3.1  

System access 

controlsStarted 

1. Agree with recommendation, access 

reports will be requested and reviewed 

quarterly. Whilst this review has been 

undertaken annually, it is accepted that 

formal evidence should be retained.2. 

Agreed – this action will be 

implemented as recommended.3. 

Agreed – this action will be 

implemented as recommended.4. 

Agreed – all non LPF user profiles will 

be reviewed and removed.LPF will 

prepare a fully developed and detailed 

action plan by 30 September 2020, that 

will considers recommendations 2.1; 

3.1; and 4.1 of this report. 

Estimated Date: 

30/09/2020  

 

 Revised Date: 

 

  No of Revisions 

0 

Annette  SmithDoug  

HeronEsmond  

HamiltonHugh  

DunnJason  

KoumidesJohn  

BurnsLayla  

SmithStruan  

Fairbairn 
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